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ABSTRACT

As we can see computer has start playing a big role in our daily life.
From the very beginning if we see we humans are not much dependent
on computers but if we see nowadays it is like our own fragment that
we can’t work without computer. While use of computers in our life is
increased with this our cyber securities complexities are also increased as
well. Very next day we hear new kind of cyber-attacks on our computers
it not just only affects our daily life but it also disturbs our digital world
also. As the cyber-attacks are increasing day by day, different kinds of
attacks are introduced yet among all the dangerous attacks one is rated
high known as Ransomware. In this paper we will explore and learn
more about Ransomware that how it attacks and affect your computer
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and how it actually works like and how dangerous it is.
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Introduction

Our computers are getting more advanced and enhanced
by new tech. day by day. This enhancement is leading and
affecting our daily life as well, nowadays it is like our daily
lives or our daily routine.** No one or nobody is there who
is not using online services these services start playing an
significant role in our daily life and from easy to easy and
hard to hard work we use computer amenities to save time
but to save time sometime we lose our securities.** As the
graph of digitalization is getting increase day by day in our
daily routine and the cybercrimes as well proportionally.t”
Among all the threats there is a dangerous threat which was
very active from few last year’s known as Ransomware. Well
moving forward on the threat lets know how Ransomware
works.#1° what ransomware do is that the attacker sends
a miscellaneous mail or any miscellaneous message or
link to the user and when user click on the received link a
malware file start downloading in the background and that
file is ransomware. What this file does is that it converts
the user’s data like their photos videos their documents
and many more data by attacking the system’s security

system. It stops user to access his /her own data and lock
the data permanently and to get back the access for users
own data user have to ask the hacker for the key to unlock
or get the access of data back. It sounds funny that you have
to pay money to access your own data after attacked by
such kind of threats.'*? Attacker attacks on the user’s side
to by attacks like phishing, PHP etc. by a mail and when all
data get encrypted then the attacker the user for money
for the key and when attacker receives the money then he
gives the user the decryption code or key. Ransomware is
classified into 2 types.

Methodology

e  Working_Method Ransomware attacks your computer
from different networks or in varieties of ways, among
all the ways or path there is a most popular way which
is downloads an attached file through a spam mail.®
The attached file after receiving downloaded then
it launches itself in the background to attacks your
system’s security.'® Including some other methods
like downloading some software from non-trustable
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sites from browser or by clicking on a malvitsing
advertisement leads to download such kind of files
looking on the additional methods like getting self-
copied from chat messages or by removable disks
etc. In general, this malicious file introduced by a no
trustable website in an executable format in your
computer and that can be in different file formats
like .zip and others. Or this type of file can be also be
received by fax or via any attachment® After the file
gets downloaded it starts encrypting your data and
adds its own extension to your file to lock them and
make them inaccessible.** More complicated software
start working without accepting the command by the
user that’s how it affect your sophisticated software.
It’s also called drive-by as per attacks.™

¢ Ransomware and its Statistics
Table |.Statistics Data Report

S.No Statistics

A survey report by FBI was that there are 4,000
1 ransom ware attacks launched every day. Every
40 seconds attack is launched.

The WanaCryptor incident in May is estimated
2 to have infected over two-lac systems in
seventy countries in just a few days.

Pundits estimate that the payout to

3 ransomware pirates for 2017 eclipsed $3
billion.
4 More than 97% of phishing emails sent in 2016
contained ransomware

5 Ransome ware hit the 60% program.

6 Causing massive disruption, 63% said their
system was shut down for more than a day.

7 IBM-X coz the done 70%.

8 In the report of computer ransomware was

40% approximately.
9 Only 4% of organizations feel “very confident”
in their ability to stop ransomware.
10 According to CBR Online 28% of companies

find out the lost listed into the list.

e Shielding from Ransomware Whether you need to
know how defend against Crypto Locker or any of the
other 4,000 daily attacks; the first component of the
solution is to warn co-workers against downloading
suspicious file attachments.!* They won’t prevent all
attacks, but it will help. It is also critical to ensure that
your servers are being patched regularly, as many
security gaps that ransomware hackers take advantage
of are often protected in the latest Microsoft patches.'?
Failing to stay up to date can cause major issues down

the line. No matter what, you have to prepare to be
hit. So it’s critical you not only have backups, but
secure, tested backups and a well-documented, secure
disaster recovery plan if the attack is pervasive enough.
On the data protection side of things, keep these 5
components in mind. Use backup for the Follow the
3-2-1rule.** Three copies of your data, 2 different types
of media and 1 version stored off-site. If you do get
hit by ransomware, you’ll have an easy escape. You
can even consider keeping a backup offline (on tape
or rotational media), but recovery times are longer
from offline backups, and offline backups are more
difficult to test.

Secure

Ransomware mainly targets Windows OS. As backup ar-
rangements can necessitate abundant role-based examples
for unified organization, data measure, reportage, explo-
ration and analytics, safeguarding all those machineries
can be multifaceted. Consider fastening them down to
do only what they are compulsory, and nonentity more.**
Innovative solutions grounded on integrated backup ap-
pliances characteristically remove that difficulty and come
toughened out of the place of work. So, safekeeping can
be far modest in individuals’ newer architectures.

Test

Test the feasibility of your holdup and tragedy retrieval
tactic regularly. A ration of issues can affect retrieval, as
well as backups of technologies that formerly include ran-
somware. Test mechanization is fetching a tendency in the
data management and data protection manufacturing.’®
It is significant those topographies are cast-off extra as
security pressures become extra impactful to IT.

Detect

Primary ransomware detection incomes previous recovery.?
Supplementary holdup sellers are preliminary to usage
prognostic analytics and machine learning to classify pos-
sible attacks and attentive managers of uneven differences
of data as holdups are swallowed.®

Instant_Recovery

If you have efficiently sponsored up your data and verified
its mend ability you will be prepared to roll back your system
to a innocuous reinstate point and circumvent downtime,
data failure and income loss.'® Ransomware occurrences
have been violent. If you have not been criticized yet, it’s
not a substance of it, but when be equipped with unitrends
thorough line of protection.*3

Conclusion

Ransomware is very hazardous software for our system. To
defend our personal data or any business-related data to
safe our data we should keep taking backup our data time
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to time. We should keep up to date our antivirus so it can
detect such unwanted files and delete them to protect our
computer. It is hard to be infected by a ransomware. The
different strains of ransomware could do a lot of things to
your computer, from locking the screen to encrypting the
files. Which is why it’s important to know how to identify
ransomware and learn on how to properly address the
ransomware issue? In order to protect your computer, it
is better to have a regular backup and install legitimate
security software. %

Future_Goals

Yet there is no permanent technique has developed ftill
now to protect our computers and our data. So in future
we should create an algorithm or technique which can
detect such kind of malicious program or files to prevent
our computer from such attacks.
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