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ABSTRACT

The authenticity and integrity of multimedia con- tent, including photos
and videos, have become crucial in the age of the explosion of digital
information. Concerns about the relia- bility of visual information have
increased with the emergence of sophisticated tools for picture and
video manipulation. Through a thorough investigation of multimedia
forensics and an emphasis on the authentication of images and videos,
our research aims to address these concerns. Through a thorough
examination of the available literature and methodological analysis, this
study digs into the diverse world of multimedia forensics. It examines
the methods, algorithms, and strategies now in use for identifying
modifications, digital forgeries, and tampering with photographs
and videos. This review goes beyond the theoretical to offer useful
approaches and ideas for judging the reliability of multimedia content in
a variety of settings, including journalism, forensics, and the examination
of digital evidence. The complexity of mul- timedia authenticity
verification is explained in this study, which adds to the continuing
conversation on digital media integrity and security. The conclusions
and methodologies discussed here not only contribute to preserving
the credibility of multimedia content but also have implications for
improving digital forensic investigations, safeguarding intellectual
property, and enhancing the reliability of visual data in the digital age.
This study is an important resource for academics, professionals, and
decision- makers who are debating how to uphold authenticity and
trust in our visual media landscape as the lines between reality and
digital representation become more and more hazy.

KeYWOI‘dS: Forgery Detection, Deepfake Detection, Image
Tampering, Video Authentication, Audio Authentication, Multi- Media
Analysis, Media Integrity Verification, Content Authentic- Ity Verification

Introduction

The reliability of multimedia content, which includes both
photos and videos, is a hot topic in today’s digital age.
Multi-media manipulation, tampering, and outright falsifi-

cation are widespread problems brought on by the devel-
opment of digital media technologies and the simplicity of
internet distribution. The legitimacy of multimedia content
has never been more at risk, nor have the repercussions
been more severe, from the falsification of photographic
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evidence to the production of convincing deepfake videos.
Multimedia forensics is a crucial field that provides a com-
plex strategy to handle the pressing issues around image
and video authenticity in this age of digital disinformation.
Its primary goal is to scrutinize multimedia information
meticulously in an effort to separate authentic from fake
using scientific approaches, technology, and analytical tools.
Multimedia forensics aims to provide investigators, media
professionals, and the general public with the tools and
knowledge required to ascertain the integrity of visual me-
diain anincreasingly ambiguous environment by drawing
on principles from a variety of fields, including computer
science, image processing, and forensic science.

This review paper’s aim is to delve into the complex field
of multimedia forensics, with an emphasis on the authen-
tication of images and videos. This paper sets out on a
guest to understand the approaches, developments, and
difficulties that make up this dynamic sector. Here, the main
aim is to illuminate the future in the unrelenting search
for truth and reliability in the field of multimedia material
through a synthesis of existing literature, exploration of
cutting-edge approaches, and the pre-sensation of useful
case examples. The pursuit of multimedia forensics gains
greater significance in a world where the distinction be-
tween fact and fiction becomes hazier every day. The focus
is to set out on a quest to strengthen the pillars of accuracy,
reliability, and trust in our digital visual environment by
investigating the broad field of multimedia forensics and
its function in authenticating images and videos. Research
in the field of multimedia forensics, particularly image and
video authenticity verification, is continuously evolving
due to the increasing sophistication of digital manipulation
techniques. Authenticating visual evidence is crucial in
court processes. Media that has been incorrectly vetted
can result in false convictions or the rejection of reliable
evidence. Research in multimedia forensics addresses the
requirement for precise authentication while also bring-
ing attention to the moral and legal implications of using
multimedia evidence.

In a variety of fields, such as journalism, law enforcement,
and digital advertising, trust in visual media is crucial. The
effects on public perception and decision-making can be
severe when trust is lost as a result of the presence of fake
news. By creating methods that enable consumers to con-
firm the validity of images and videos, this study area helps
reestablish and perpetuate trust in visual media. Maintaining
the trustworthiness of information sources depends on
this. The ease with which photos and videos can be altered
in the digital age has resulted in a rise in the production of
fraudulent and deceptive media content. The propagation
of false information, libel, and even the possible disruption
of crucial operations like law enforcement and journalism
are all major repercussions of this. Fighting this problem

requires research in multimedia forensics for video and
image authenticity verification. It offers techniques and
tools for separating real content from edited or fraudulent
media, maintaining the validity of visual data.

It is critical that detection techniques keep up with tech-
nological developments in false media production as they
progress. By fostering the development of sophisticated
detection techniques, machine learning algorithms, and
forensic tools that can accurately identify corrupted me-
dia, research in this area contributes to a strong defense
against new threats. With more knowledge about multi-
media forensics, content producers and digital artists are
urged to apply their abilities in an ethical and responsible
manner. By highlighting the dangers and repercussions
of media manipulation and offering advice on how to
produce and distribute genuine content, this research
promotes a culture of responsible media creation. Join us
on this journey to decipher, authenticate, and reveal the
truth buried behind the pixels and frames of multimedia
content—a vital task for the preservation of veracity and
correctness in the digital age.

Literature Review

The field of multimedia forensics has advanced greatly over
time, with a particular emphasis on the authentication of
images and videos. To solve the problems brought forth by
the digital age, researchers have investigated a wide range
of strategies and techniques. This survey of the literature
gives a broad overview of important studies and significant
advancements in the field.

Peng, M. Long, et al., ” FD-GAN: Face De-Morphing
Generative Adversarial Network for Restoring Accomplice’s
Facial Image,” which facilitates the identification of identity
morphing and restores the facial images of two identities
that are fused. This system also helps in restoring two
levels of loss and helps in recovering features of individual
images. It shows huge potential to be used in criminal
investigations and passport-related crimes.?

Rathgeb, C. Busch et al.,” Face Morphing Attacks: A Threat
to eLearning?” In their work, they focused on how the use
of image morphing has increased substantially, especially
during COVID-19. In remote education (online mode),
various incidents have taken place wherein the students use
morphing techniques and some other individuals take the
online examination without being noticed. They observed a
dataset and found that most of the face detection systems
are unable to identify such discrepancies.?

Gupta, S. Gupta, et al., ”Video authentication in digital
forensic,” underscored h how online editing tools and
software are widely used for manipulating the content
of videos. They proposed an algorithm that helps identify
the edited and tampered videos in two stages. In the first
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stage, they processed the pixels of the images to produce
data frame by frame motion energy time. In the second
stage, they located the attacks where editing is done with
the help of support vector machines.?

Li, “Design of Video Forensics and Storage Framework
Based on Embedded Technology,” worked on improving
the efficiency and technicalities of the SPCE3200 processor
and its platform that is used for research and development
of analysis. They built a new system platform that is used
for video forensics. They also focused on the storage and
processing of the video-forensic platform.*

Alghafli and T. Martin, ”“ldentification and recovery of
video fragments for forensic file carving,” focused on the
imperative role of file carving technique in the criminal
investigation of video file evidence. They proposed a
method that would process the video fragments and
identify if they were overwritten. In this technique, they
used detectors and validators for processing and accepting
or rejecting a fragment. They designed a prototype called
VidCarve, performed several experiments, and found that
the method is more efficient and provides more accurate
results in comparison to the online tools and methods
available.®

Yu-Ming Liang, "Video condensation for video forensics,”
proposed a video condensation technique that can be

used for searching for and pointing out criminal incidents
from a large number of surveillance and security cameras.
They designed a condensation technique that can be used
to compress long-duration video into short video clips by
removing redundant data and keeping only important
information. Their proposed technique followed three
major steps: image and sequence transformation, motion
and time-oriented data filter, and ribbon carving.®

M. Bagkratsas and N. Sklavos, ”Digital Forensics, Video
Forgery Recognition, and Cybersecurity Systems,” Their
objective was to suggest a novel counterfeit detection
technique based on the properties and features of dense
optical flow. This technique is used in cheap gadgets that
can record static CCTV video. Their framework was tested to
see whether it could identify, copy-move, insert, and delete
frauds.” A. Raj and D. Sankar,” Counter Forensics: A New
PRNU-Based Method for Image Source Anonymization,” In
order to conceal the identity of the image from attackers, a
new counter-forensic technique is presented in this study.
To obscure the identity, the PRNU (Photo Response Non-
Uniformity) (visual “fingerprint”) of the image is subtracted
and replaced with a variation from the PRNU of a different
camera. Multiple pictures of the identical events were
taken by five separate cameras and were used to test the
procedure.?
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W. Fan, K. Wang, et al., “Median Filtered Image Quality
Enhancement and Anti-Forensics via Variational Deconvo-
lution,” Using median-filtered (MF) pictures, this research
suggests an image variational deconvolution framework
for both quality improvement and anti-forensics. The con-
volution term, fidelity term in relation to the MF image,
and prior term make up the suggested optimization-based
framework. Their method is used to denoise images and
is widely accepted in forensics.®

F. Ding, Y. Li, et al., ”Anti-Forensics for Face Swapping Vid-
eos via Adversarial Training,” suggested a GAN model to
function as an anti-forensics model in this paper. It has an
innovative architecture with additional overseeing modules
to improve the visual quality of images. In addition, a loss
function is created to increase the effectiveness of the
suggested model. We demonstrate through experimental
assessments that the proposed strategy may launch attacks
against the fake forensics detectors.?®

Shraddha Pawar, Gaurangi Pradhan, et al.’s research paper
titled “Image Forgery Detection and Classification Using
Deep Learning and the FIDAC Dataset” was published in
IEEE Explore. In this paper, they suggested a model that
uses CNN for classification after being fed with ELA-prepro-
cessed images to detect image forgery. They also introduced
their own dataset, FIDAC (Forged Images Detection and
Classification), which consists of the original camera-clicked
images along with their tampered versions. Additionally,
they performed an experimental investigation in which they
combined their suggested CNN model with well-known
pre-defined models on a variety of dataset combinations.!
Dhruvil Shah, Devarsh Patel, et al. Blockchain and machine
intelligence were combined to create a system that could
veto forgeries and deliver effective outcomes in the edu-
cation industry. To address issues like false degrees and
educational records, a method combining machine learn-
ing and blockchain was developed. With the proposed
approach, the institution would have access to a formal,
decentralized database of student records.*?

Siddharth Solaiyappan and Yuxin Wen, in their paper “Ma-
chine learning-based medical image deepfake detection,”
addressed the detection of medical deepfakes in cases of
injection and removal of tumors from medical scans. They
used eight distinct machine learning algorithms: support
vector machines, decision trees, and random forests. These
are conventional machine learning methods: Dense Net121,
DesnseNet201, ResNet50, ResNet101, and VGG19. These
five deep learning models are used to tell apart photographs
that have been altered from those that haven’t.”

Shantanu Sarode, Utkarsha Khandare et al., in the pa-
per “Document manipulation detection and authentici-
ty verification using machine learning and blockchain,”
developed a method to use neural networks to identify
altered photographs and documents and to confirm the
legitimacy of specific identity documents. Instead of using
the document’s metadata, which was the current approach
for detection, the proposed system used neural network
principles under image processing using the error level
analysis method.*

Md. Majharul Haque, Muhammad Shakil Pervez, et al. pro-
posed a new method of document verification that applies
to printed and electronic documents. In contrast to the
majority of the current methods for verifying authenticity
and integrity with contemporary technologies like digital
signatures, blockchain, etc., the suggested system would
provide a way to certify the uniqueness of the document.
The bulk of individuals cannot use these existing methods
since they are generally expensive. This suggested method
is made to be simple to use, even with just a smartphone,
and the result is produced quickly.*®

Mohd Dilshad Ansari, S.P. Ghrera, et al., without any prior
knowledge of the original image, use pixel-based tech-
niques to identify forgeries and verify the validity of digital
images. This paper discusses several pixel-based methods
for spotting fake images, including copy-move and splicing
methods.®
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Michihiro Kobayashi, Takahiro Okabe, et al. developed a
method for digital video forensics based on noise prop-
erties. The proposed technique accomplishes per-pixel
evaluation with a high degree of precision for detecting
authenticity by analyzing the noise characteristics of each
pixel by employing temporal averaging.l” From its early
days in picture forensics to cutting-edge video authenticity
verification, the area of multimedia forensics has grown
remarkably. To address the dynamic terrain of digital media
manipulation, researchers have created a wide range of
methodologies, from sensor-based studies to deep learning
applications. Despite persistent obstacles, the future is
bright thanks to developing technologies and coordinated
efforts that are essential for preserving the legitimacy and
authenticity of multimedia material in our digital age.

An interdisciplinary area called multimedia forensics is
devoted to the investigation, confirmation, and authenticity
of digital multimedia content, with a focus on pictures and
videos. To understand the complexities of image and video
authenticity verification, it is crucial to be familiar with the
fundamental vocabulary, concepts, and approaches used in
multimedia forensics. A specialized area of forensic science
called multimedia forensics focuses on the examination
and authentication of multimedia data, including pictures,
audio files, videos, and other digital media. The following
are some essential words and ideas in multimedia forensics:

1. Multimedia Forensics: The area of forensic science
concerned with the evaluation, improvement,
verification, and interpretation of numerous multimedia
evidence types.

2. Digital Forensics: The broader field that encompasses
the recovery, preservation, and analysis of digital
evidence, including multimedia data, from electronic
devices and storage

3. Image forensics: is the examination of digital images
to detect manipulation, tampering, or forgery and to
determine their authenticity and origin.

4. Video forensics: is the analysis of video recordings to
verify their authenticity, enhance video quality, and
identify objects or individuals within the footage.

5. Audio Forensics: The examination of audio recordings
to identify and analyze sounds, voices, and background
noise, as well as to detect any tampering or alterations.

Methodology
Image Forensics Methodologies

1. ErrorLevel Analysis (ELA): To identify areas of an image
that may have been digitally altered, ELA analyzes
compression artifacts.

2. Noise analysis: analyzing an image’s noise patterns to
look for alteration or tampering indicators.

3. Sourceidentification: is the process of identifying the

camera or equipment that took the shot by looking for
sensor pattern noise or a non-uniform photo response.
4. Image enhancement: methods to enhance images and
bring out details that were previously hidden, such as
sharpening, contrast modification, and filtering.

Video Forensics Methodologies

1. Video Authenticity Analysis: Verifying the authenticity
of video footage by examining temporal inconsistencies,
compression artifacts, and frame duplication.

2. Video Stabilization: Reducing shakiness in videos to
improve stability and enhance visual clarity.

3. Frame Rate Analysis: Analyzing frame rates to identify
possible edits or splicing in video sequences.

4. Object and Motion Analysis: Tracking objects or
individuals in video frames to understand their
movements

5. Video Tampering Detection: Identifying signs of video
tampering, such as frame removal or alteration.

Audio Forensics Methodologies

1. Audio Authentication: Verifying the authenticity of
audio recordings by analyzing waveform patterns,
noise profiles, and acoustic properties.

2. Voice Analysis: Comparing and identifying speakers’
voices through techniques like voiceprint analysis
and speaker

3. Audio Enhancement: Reducing background noise,
filtering out unwanted sounds, and improving audio
quality.

4. Audio Time and Date Analysis: Examining audio
metadata to determine the recording date and time

Deepfake Detection Methodologies

1. Deep Learning Models: Utilizing deep neural networks
to detect fake videos or audio recordings by identifying
inconsistencies in facial movements, lip-syncing, and
audio-visual synchronization.

2. Face Recognition: Comparing facial features in videos
to known databases to identify manipulated faces.

3. Audio-Visual Synchronization Analysis: Assessing the
alignment of audio and visual elements in multimedia
content to spot anomalies.

Image Forgery Detection

Active and passive authentication are the two basic
categories used to classify image forgery detection or
image authenticity verification.

Video Authenticity Verification

The verification of the authenticity of digital videos is a
critical endeavor in the realm of multimedia forensics. As
videos continue to play a pivotal role in communication
and information dissemination, ensuring their credibility
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and integrity becomes paramount. In this section, we
will explore various techniques and tools employed for
video authenticity verification, including video forensics
methods, and present case studies that exemplify their
practical applications.

Video Tampering Detection

Video tampering detection techniques aim to identify
unanalyzed alterations or manipulations in video content.
These alterations can range from simple splicing and editing
to more sophisticated deep-fake technology.

Deep learning-based approaches

Convolutional neural networks (CNNs) and recurrent neural
networks (RNNs) have been used more frequently in video
forensics with the development of deep learning. These
Al-based techniques are excellent at spotting subtle hints
and manipulating artifacts.
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Result
In the digital age, the authenticity and integrity of images

and videos have become increasingly important due to the
ease of manipulation and alteration. Various approaches

have been developed to authenticate and verify the visual
truth of digital media.

Some Common Approaches Include

Digital Watermarking: This technique involves embedding
a unique identifier or watermark into the image or video,
which can be used to verify its authenticity.

Hash Functions: Hash functions generate a unique hash
value for an image or video based on its content. Any al-
teration to the content will result in a different hash value,
allowing for verification.

Forensic Analysis: Forensic analysis techniques examine
various aspects of an image or video, such as metadata,
compression artifacts, and inconsistencies, to detect signs
of manipulation or tampering.

Blockchain Technology: Blockchain technology can be
used to create a decentralized and tamper-proof record of
image and video transactions, ensuring their authenticity
and integrity.

Machine Learning: Machine learning algorithms can be
trained to detect and classify manipulated or fake images
and videos based on patterns and anomalies in the data.

Conclusion

This paper focuses on the fact on the fact that the need
for image and video authentication verification methods
is increasing. With the widespread availability of powerful
image and video editing tools, it has become easier than
ever to alter media content. This makes it essential to
authenticate the authenticity of images and videos to en-
sure that they have not been tampered with. Multimedia
is easily manipulated these days to align with the goals of
the manipulator. This results in a loss of reliability for the
data, and thus it needs to be verified for forgery detection.
Authenticity is paramount in journalism, forensics, legal
proceedings, and various other fields. Ensuring the integ-
rity of visual content helps maintain trust and credibility
in these areas. This is one of the most important parts of
multimedia forensics, and since video and images can be
presented in court as evidence, it isimportant to prove the
authenticity of the evidence, as the evidence could have
been manipulated. Deepfake technology has advanced
significantly, allowing for the creation of highly convinc-
ing fake videos. Image and video authentication can help
detect and counteract the spread of fakes, which can be
used for malicious purposes, and in order to stop these
activities, we need a reliable verification method to check
the authenticity of files. There has been much research
conducted, and this paper tries to summarize some of
the most important contributions in this field. This paper
discusses the focus of their research and the key findings.
In this multimedia, forensic methods are briefly explained.
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This paper also includes some case studies to demonstrate
the importance of image and video authentication.
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